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Management of Critical Barriers: Why is it Important?

TotalEnergies
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billion dollars to a company. It is the Achilles' heel of big groups as ours, more than the geopolitical events. This is
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Management of Critical Barriers: Why is it Important ?

o0 Many major accidents in our industry
are related to poor critical barrier
management.

0 These accidents can be avoided if:

® The possibility of these events is
properly identified.

®» Their critical prevention and
protection barriers are properly
selected, designed, maintained
and operated.

The management of critical
barriers is of vital importance

for the prevention and control
of major accidents !
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BP Texas (US, 2005)
Major VCE in refinery
Failure of critical high level interlocks
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Deepwater Horizon (Gulf of Mexico, 2010) Buncefield (UK, 2005)
Subsea well blowout Explosion and fire in oil depot
Failure of Blow Out Preventer (BOP) Failure of automatic overfill prevention

Shell Moerdijk (The Netherlands, 2014)
Explosion of reactor
Lack of quality of critical procedure & critical instrumentation




Critical Barrier Management Principles wp

TotalEnergies

To enforce . .
practices to ensure To stimulate leadership of
that the facilities managers and raise

Jperation
Integrity

collective awareness to
accomplish design, asset
integrity and operations

are operated
according to their
design intent

O
Process Safety ®
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inspection, testing and

preventive maintenance {
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»~— design and in particular the
health of safety critical Collective
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Commitment

To design and construct our
facilities in the best possible way
using available design
specifications and verification of

the prevention and mitigation
barriers using risk analysis
techniques
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Barriers
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Accident Propagation
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Barriers Categories: Examples

|_Nr_|__Critical Barrier Category

6

1

Structures and Foundations

Primary Containment Systems

Safe Operating Window,
Control & Trip

Mechanical Protection Systems

External Impact & External
Aggression Protection

Leak Control Systems

Effect Control Systems

Fire, Blast & Spill Protection
Systems

Escape, Evacuation & Rescue
Systems

Supporting structures

Storage vessels
Process vessels
Piping

Pipelines

O O 0O o ©O

Safety Instrumented Systems. Examples include:
Overfill protection

Overpressure protection

High temperature protection

Reaction killing systems

Riser protection
Cathodic protection
Building pressurization

Detection with operator action
Emergency shutdown & isolation systems

Rapid dump systems

Fire detection systems (with automatic action)
Gas detection systems (with automatic action)
Liquid detection systems (with automatic action)
Breakaway system or coupling

Ignition prevention systems
Secondary containment systems

Explosion mitigation systems

Lifeboats
Other rescue & evacuation systems

O 0O OO OO OO OOOOOO OO0 OO OO0 oo
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Pressure relief devices (2-way pressure/vacuum valves, RD,...)
Mechanical interlocks and mechanical safety systems

Blowdown & emergency depressurization systems

Firewater systems (including pumps, headers, nozzles...)

9.Escape, Evacuation & Rescue
8.Fire, Blast & Spill Protection
7 .Effect Control Systems

6.Leak Control Systems

Central
Hazardous
Event

i

5.External Impact/Aggression Prevention Systems

||

4.Mechanical Protecion Systems
||

3.Safe Operating Window, Control & Trip

|

2.Primary Process Containment
[

1.Structures & Foundations

Initiating

Event
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Protection

Barriers

Active barriers

Passive barriers

Prevention

S—

Barriers




Critical Barrier Management Process wP
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MAJOR RISK

INVENTORY

0 The overall process for critical barrier
management is given in the picture

on the r'ght PESF":)IE%R:E?E CRITICAL BARRIER
IDENTIFICATION
0 The successful implementation of
this process will depend on the ite s
collaboration between several LG atoty
. . . . Engineer
disciplines and roles in the
organization, with the Asset Integrity CONEORMITY . ORI EE
Leader playing a pivoting role MANAGEMENT =IANBARES
: : : RPRN
0 In this presentation, the following > D
aspects of the barrier management ’ BLTdm/
. . . Operators RegEgr/
CyCl'e Wll'l' be hlghllghted EXECUTION OF l M'gig‘;er ELABORATION OF
" . . . pe . ASSURANCE ASSURANCE
v' Critical barrier identification ACTIVITIES ACTIVITIES

v" Non-conformity management
v" Monitoring of performance

SCHEDULING OF
ASSURANCE
ACTIVITIES
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Critical Barrier Identification

MAJOR RISK TotalEnergies
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8 | Critical Barrier Management. Process Safety Conference. May 2026.



|dentification of Critical Barriers ?
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0 In large industrial sites, many thousands of barriers are Skipping the criticality assessment...

installed !
0 Ensuring the 100% reliability and availability of all these S S| [ Problem solved-\
barriers without important backlog in their maintenance e ﬁ"me;gﬂ‘;ﬁ?

and/or inspection can be a challenge.

| assets critical

Objectives:
0 Focus efforts where it matters most!

o Simplify for everything else !

0 Putting a focus does not mean “forgetting about
the rest” !

Equal priority = zero priority.

9 | Critical Barrier Management. Process Safety Conference. May 2026.



4 Step Process for Selection

Step 1: Select Major Accident Scenarios

Mandatory Critical Barrier Category

Step 2: Select Mandatory Critical Barriers

o ;oA WwN

Step 3: Verify whether all paths (upstream and
downstream) in the Major Accident Bowtie are
covered by at least 1 Mandatory Critical Barrier

Step 4: If Step 3 is negative, Critical Barriers must be
selected in additional barrier categories (fulfilling
4 basic requirements) to ensure that all paths in
the Major Accident Bowtie are covered by at
least 1 Critical Barrier in every path at both sides
of the CHE

of Critical Barriers

—————

Additional Critical Barrier Category

Major Accidents

0 Multiple fatalities

0 Long lasting pollution of
sensitive environment

0 >10 M€ damage to assets

TotalEnergies

Acci
Scenario

Very Serious

Moderate Serious Catastrophic Disastrous

A No SECB in path

/ /

. Primary Containment Systems (for corrosion /] Prevention [ Protection
and/or erosion as initiating event ) fj SECB ; SECB
Safe Operating Window, Control & Trip )
Prevention Protection
Mechanical Protection Systems Barrier Barrier ‘ )
Leak Control Systems - \_/
Fire, Blast & Spill Protection Systems Q
Offshore Specific Barriers

o

4
-

= &

Central
Hazardous

Structures and Foundations

Prlmary Containment Systems (for other
initiating events besides corrosion/erosion, e.g.
vibration, fatigue, mechanical failure,...)

OQQOO

External Impact & External Aggression
Prevention Systems

Effect Control Systems



Barriers Categories

Mandatory critical barriers
for all business units in
TotalEnergies

Mandatory critical barriers
for corrosion/erosion as
initiating events

Additional barriers (when
needed to protect all
scenario paths)

Mandatory barriers for
Offshore only

LN Critical Barrier Category L EBamples

1

9

Structures and Foundations

Primary Containment Systems

Safe Operating Window, Control & Trip

Mechanical Protection Systems

External Impact & External Aggression
Protection

Leak Control Systems

Effect Control Systems

Fire, Blast & Spill Protection Systems

Escape, Evacuation & Rescue Systems
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Likely
2102 peryear

Unlikel
102 > 2102 peryear

Very unlikely

104> 210 peryear

Supporting structures

Remote
<10*per year

Storage vessels

Process vessels Moderate
Piping
Pipelines

Safety Instrumented Systems. Examples include:

O OO0 OO0 OO OOOOOOOO OO0OO OO OO0 O0OOoOOoOOo

Overfill protection
Overpressure protection
High temperature protection
Reaction killing systems
HIPS

Cathodic protection systems

Pressure relief devices (2-way pressure/vacuum valves, RD,...)
Mechanical interlocks and mechanical safety systems

Riser protection
Cathodic protection
Building pressurization

Detection with operator action

Emergency shutdown & isolation systems
Blowdown & emergency depressurization systems
Rapid dump systems

Fire detection systems (with automatic action)

Gas detection systems (with automatic action)
Liquid detection systems (with automatic action)
Breakaway system or coupling

Ignition prevention systems

Secondary containment systems

Firewater systems (including pumps, headers, nozzles...)
Explosion mitigation systems

Pollution detection and associated equipment

Temporary Refuge with HVAC / Fire Dampers
Mooring Systems, hull of floating systems (FPSO,...)

Equipment needed for the Escape Barrier (including routes, rescue systems,

Emergency Lighting, Lifeboats,...)

Serious Very Serious

Catastrophic

Disastrous



Non-Conformity Management

MAJOR RISK TotalEnergies
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Non-Conformity Management: Downgraded Situations ﬁp
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e 1- Identification & report
Decision to stop or to continue operations

e with immediate compensatory measures

Risk level
(R

2- Risk Assessment
l 3- Downgraded Situation declaration
4- Compensatory measures implementation
5- Corrective measures implementation
6- Follow-up of downgraded situation
7- Downgraded Situation closure

Disturbance —

Recovery
>0 (back to base situation)

.IIIFIIIIIIIIIIIIIIIIIIIIIIIIIIIII

®

Process working
at base risk level
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Monitoring of Performance

MAJOR RISK TotalEnergies
INVENTORY
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Need for Contextualization
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Find a cross-branch digital solution that provides a daily visual status of the safety critical barriers in industrial sites

with a clear link to the major risk scenario.

The table below gives a fictive example of the status of safety critical barriers in
an industrial site

- In this case, only 2% of all critical barriers (5 out of 230) is not operational Bowtie1

Bowtie1
- The site target is to have at least 98% of critical barriers operational.

Is this situation as shown in
the table below acceptable?
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000
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000

Bowtie2 .
Bowtie2

ritical .
SCB116 -
SCB117 -
SCB118 - SCB141 -
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SCB120 - SCB143 - SCB166 - SCB189 - SCB212
SCB121 - SCB144 - SCB167 - SCB190 - SCB213
SCB122 - SCB145 - SCB168 - SCB191 - SCB214.
SCB100 - SCB123 - SCB146 - SCB169 - SCB192 - SCB215
SCB101 - SCB124 - SCB147 - SCB170 - SCB193 - SCB216
SCB102 - SCB125 - SCB148 - SCB171 - SCB194 - SCB217
SCB103 - SCB126 - SCB149 - SCB172 - SCB195 - scB218
SCB104 - SCB127 - SCB150 - SCB173 - SCB196 - SCB219
SCB105 - scB128 - SCB151 - SCB174 - SCB197 - SCB220
SCB106 - SCB129 - SCB152 - SCB175 - SCB198 - sCB221
SCB107 - SCB130 - SCB153 - SCB176 - SCB199 - SCB222
sCB108 - SCB131 - SCB154 - SCB177 - SCB200 - SCB223
SCB109 - SCB132 - SCB155 - SCB178 - SCB201 - SCB224. -
SCB110 - SCB133 - SCB156 - SCB179 - SCB202 - SCB225
- SCB134 - SCB157 - SCB180 - SCB203 - SCB226 -
SCB112 - SCB135 - SCB158 - SCB181 - SCB204 - SCB227
- SCB136 - SCB159 - SCB182 - SCB205 - SCB228.
SCB91 - SCB114 - SCB137 - SCB160 - SCB183 - SCB206 - SCB229
scB23 - SCB69 - SCB92 - SCB115 - SCB138 - SCB161 - SCB184 - SCB207 - SCB230
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5 barriers KO but all paths of all major

accident bowties have at least 1 Safety
Critical Barri ional
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Typical LPG Bowtie

BLEVE of aboveground
LPG storage vessel

Human error during
purging or sampling
*

E.g. Erroneous
opening sequence
of purge valves, ...

Human error during
transfer operations,
e.g. wrong ullage >
calculation, wrong
line-up, ...

P-1- LAH
=
Failure of
continuous level |4
measurement or
P-2- LAD

Human error:

Storage vessel is

Qverfilling of
storage vessel

causing
OVEerpressure

P-3- AQPS

filled with wrong
product having >
higher vapour
pressure than 1.5x

tank's design
pressure

P-5-PSV

Vapour p—
fraction
L —»
Large leak on e
LPG storage —1  loniton
vessel or M-1 - Gas
connected
piping
Liquid ]
fraction
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lgnition

Flash fire /
VCE

Jetfire /

Pool fire **

_.D_._D_.

M-3 - Fire

M-4 - PFP

LPG in storage
vessel is
superheated
causing excessive
OVEIpressure.
Atthe same time,
the metal surface of
the vessel weakens
and ruptures.

Impact on
People,
Assets &
Env

Impacton

People,
Assets &
Env



Management of Critical Barriers. Initiatives. ﬁe
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Display of simplified bowties of main major accident scenarios displayed in control room

on Storage Depot
Rades (Tunesia)

Focus = People in Operations
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Management of Critical Barriers. Initiatives. ﬁe
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Panel with description of main major accident scenarios displayed at the entrance
of a unit

ATORP Refinery . PR
Jubail (Saudi Arabia) ubail (Saudi Arabia)
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Management of Critical Barriers. Initiatives. wp
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Training of operators on understanding of bowties.
Daily review of the status of critical barriers.

ratlonal shiftteams and to the
maintenance personnel , : : ‘

4
£ ”

Polypropjlene site LaPorte s,

-”5 n‘"‘ég [

i

Focus = People in Operations
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Management of Critical Barriers. Initiatives. ﬁe
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Identify critical safety barriers are clearly identified in the field (when possible)

Focus = People in Operations
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Digital Tool for Follow-Up of the Status of Critical Barriers

Barrier : Automatic Overfill Protection System (AOPS)

Critical Barriers status

[
i
J

i

Barrier is fully operational as required by its design and
its performance standards

There is a delay in ITPM activities of one or more SECEs
that are part of the barrier

The barrier is impaired with a performance deviating from
its design intent and applicable performance standard

The barrier has failed or
is not operational

SECE status

o
@)
o

23

SECE is fully operational as required by its design. No
delay on ITPM program, no degradation, no bypass.

SECE delay in ITPM activities

SECE failed or not operational
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SECE

SECE

SECE
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Thanks!

M dirk.roosendans@totalenergies.com
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