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From Data to Insights:

Harnessing Leading Indicators 
for Improved Process Safety
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The Big 3 of Successful Operations Management

CostEnvironmentSafety
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To Measure is to Know

https://www.csb.gov/assets/1/17/csb_macondo_bod_guidance.pdf?16585
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Layers of Process Safety 

Evacuation

Process Relief & Containment

Safety Shutdown Systems

Alarms & Operator Interventions

Regulatory Controls

Procedures & 

Management Systems
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Measuring Operational Performance

Sources of Poor Performance

Incomplete shift handover

High Alarm Rates

Uncontrolled changes

Poorly performing control loops

Unknown equipment limits

Frequent shutdowns

Poor control of work processes

Permit violations

Inefficient Operation

… many, many more …
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The Incident Pyramid

Leading and Lagging Indicators

Based on API 754-Process Safety Performance Indicators for the Refining and Petrochemical Industries

• Identifies leading and lagging process safety indicators 
to drive performance

• Tier 1 is the most lagging, Tier 4 is the most leading

• Tiers 1 and 2 are measure of actual releases and may 
be used for national reporting

• Tiers 3 and 4 are intended for internal or site use
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Tier 3/4 leading indicators

• Tier 3

• Safe Operating Limit Excursions

• Demands on Safety System

• Inspections/Testing outside of acceptable limits

• Tier 4

• Operating discipline and management system 
performance

• PHAs complete and on time

• Process Safety Action Item Closure

• Work permit compliance

• Management of Change

• Procedures current and accurate

• Equipment Inspections

• Operator fatigue

• Etc.
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Layers of Protection for Process Safety 

Evacuation

Process Relief & Containment

Safety Shutdown Systems

Alarms & Operator Interventions

Regulatory Controls

Procedures & 

Management Systems

Tier 3.5

Tier 4

Tier 3

Tier 2

Tier 1
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Tier 3.5 Leading Indicator Examples

• Regulatory Controls

• Loops in Manual

• Loop Stability

• Loop Response

• Activation of Override Loops (min 
flow, pressure relief, etc.)

• Alarms and Operator Interventions

• Alarm Floods

• Alarm Suppression

• IPL Related Alarms

• Active Bypasses

• Operator Loading

• Audit Mismatches
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Comprehensive metrics cover them all

Work Processes of Process Safety for each Layer of Protection

Procedures 
and Management 

Systems

Shift Handover 
Communication

Management of 
Change

Control of 

Work

HAZOP / PHA / 
LOPA

Process Safety 
Information 

Management

Procedure 
Execution

Regulatory Control 
Loops

Performance 
Monitoring

Control Design 
Basis

Tuning and 
Maintenance

Alarms and 
Operator 

Interventions

Alarm 
Management

Boundary 
Management

High 
Performance 

HMI

Trip/SIS 
Activation/Unit 

Shutdown

IPL 
Performance 
Monitoring

IPL Design / 
LOPA / SIL

Maintenance

Process Relief & 
Containment

Operator 
Rounds / 

Inspections

Design

Maintenance

Evacuation

Incident 
Management

Emergency 
Response

Leading Indicators Lagging Indicators
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An Example - Two Identically Designed Sites
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Two Identically Designed Sites | Site A

Uncontrolled Alarm 
Suppression

Confusing Graphics
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Two Identically Designed Sites | Site B
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Two Identically Designed Sites | Site B

Effective Alarm System

Optimized Control Loops

Safe Operating Limits 
Managed & Monitored

Digital Procedure
Lifecycle Management

Collaborative Digital
Shift Handover

Fully Digitalized Logbooks, 
Permits, Duties, etc.

Actionable KPI’s
Where would you rather work?
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Enterprise Risk Management and Analytics

Integration
Disparate systems, different 

types of data

Intelligence
Data Mining, Contextualization, Normalization, 

Analytics and Optimization 

Insight
Data science partnered 

with domain expertise

Immediate access to comprehensive data Rapid understanding of information Improved outcomes of decisions

Shift 

Handover

Alarms & 

Events

Permits
Operator 

RoundsProcess 

Data

SIS Data

Engineering 

Data

Operating 

Procedures

Reality 

Capture

Autonomous 

Devices



Thank you
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