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#safetygoesdigital

HIMA Safety & Security
Josse Brys

Sales Director Europe

IEC61511 No safety without cyber security
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Problem!

Who would you consult?
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Who would you consult?

Pharmacy General practitioner Expert: Cardiologist
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What makes HIMA unique?

Safety 

solutions
Other companies

HIMA understands Safety better than any other company

Automation

Solutions

Safety is our DNA

Safety solutions

Expert
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HIMA helps to reduce the risk in your process with an independent layer

Process 

Risk

Remaining

Risk

Hazard &

Risk 

Analysis

Safety

Law

Standards

HIMA

SolutionProbabilty

Very high

Very Low

Risk

Desired Risk

HIMA: The leading Expert in Safety Solutions
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HIMA

SIS

Layers of protection

e.g. pressure relief valve

Public and plant-specifc

measures

e.g. retention basin

SIS (safety instrumented 

system)

DCS / BPCS

and people

DCS / BPCS

Disaster prevention

Damage mitigation

Mechanical protection

MonitoringProcess alarm

Safety instrumented systemSafety shutdown 

Operation
Monitored

Process value

Cyber Security
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Investment New plant

What about Safety?
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Accidents happen?

Macondo PhiladelphiaFukushima Rockton

2011 2019 20212010

Safety expensive?

Try an accident!
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HIMA

SIS

IEC 61511

Process 

Industry

ANSI/ISA S84.00.01

Process Industry

USA

IEC 62061

Machinery

IEC 61513, 60880-2

61238
Nuclear Power Plants

EN 50126, 50128

50129
Railway

ISO 26262

Automotive

IEC 61784-3

Profiles for safe

communication

IEC TS 61000-1-2

EMC for functional

safety

IEC 61326-3-X

Immunity for functional

safety

EN 50402

Gas Detection

IEC 61800-5-2

Power Drives

IEC 62304

Medical software

IEC 61508

Standards
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Safety standard: IEC 61511 Ed.2

Control system (DCS) Safety system (SIS)

The Safety System shall be separate and independent
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Control system (DCS) Safety system (SIS)

Do you want “tick the box” safety ? 

Safety standard: IEC 61511 Ed.2

or enjoy the advantaged of a 

separated and independent SIS?
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HIMA

SIS

Lifecycle & Frequency of Failures
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HIMA

SIS

Specifications of SIS

RFQ: Safety Requirements Specification (SRS)

RFQ

What would you get?

Your requirements:

A red car with a horse
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HIMA

SIS

A red car with a horse
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HIMA

SIS

A red car with a horse
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PFDavg = Probability of Failure on Demand average

Most famous SIL requirement is the Probability of Failure on Demand

SIL Levels
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Proof tests to keep your safety level
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Proof-test challenges versus 

operation / production uptime

▪ Battle between Production & Safety engineers

▪ Production uptime has the priority

▪ the proof test are delayed to please the production

▪ Often during a planned/scheduled shutdown 

so what can you proof?
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NO Safety without Cyber Security! +

What is Safety

World

PLANT.

   

PEOPLE PLANT ENVIRONMENT

Functional safety IEC 61511-2
Risksafety = probability of a damage * potential of the damage

Cyber security IEC 62443-3-3
Risksecurity = threat * vulnerability * potential of the damage

= Safety
World

PLANT.

   

SOFTWARE PROCEDURES

World

PLANT.

   

PEOPLE
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You think: it will never 

happens to me…

Until you are the 

target..
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HIMA

SIS

Cyber attacks are real

Petya-ransomware at Maersk

a Worldwide hack
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HIMA

SIS

Cyber attacks are real

October 2018

Example of the WIFI hack

Russia GRU caught hacking into OPCW via WIFI

October 2018

OPCW = Organization for the Prohibition of Chemical Weapons
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HIMA

SIS

Cyber attacks are real
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HIMA

SIS

Cyber attacks are real

STUXNET: used in IRAN
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HIMA

SIS

Cyber attacks are real

www.meltdownattack.com

Incident Summary

The attacker gained remote access to an SIS 

engineering workstation and deployed the TRITON attack 

framework to reprogram the SIS controllers

Triton /Trisis/ HATMAN  December 2017

Attackers Deploy New ICS Attack Framework 

“TRITON” and Cause Operational Disruption to 

Critical Infrastructure



26© HIMA Group 2023

HIMA

SIS

Security environment for Safety

Do you have full 

visibility of the risks on 

your SIS / IOT system?

You think you are safe?

With separated safety 

system of HIMA:

You know you are safe!
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HIMA

SIS

Override of safety function

HIMA

SIS

Cost > 70.000.000 €
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Advantages of an Independent SIS

1. No need to upgrade when DCS upgrades

2. Clear separation between operations and safety

3. Higher Cyber security

4. No common cause errors

5. Smart safety test: automated proof testing reduce stop

6. Energy saving 

7. In line with standards, license to operate

8. NON-STOP safety

9. Lower OPEX
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 safety oesdi ital
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HIMA: The leading Expert in Safety Solutions!

115 

YEARS

> 50 
COUNTRIES

> 1000 

PEOPLE

> 50.000 

SAFETY 

SYSTEMS

FAMILY 

OWNED

R&D

>125 

EXPERTS

SAFETY & 

CYBER 

SECURITY

Open 

system 

MADE 

IN 

GERMANY
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HIMA: The leading Expert in Safety Solutions
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#safetygoesdigital

32

Safety and Security in HarmonyNON-STOP Functional safety
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Who would you consult?
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#safetygoesdigital

Thank you.

E-mail: j.brys@hima.com

Website: www.hima.com

HIMA Paul Hildebrandt GmbH

Albert-Bassermann-Str. 28

68782 Brühl, Germany

#safetygoesdigital

Josse Brys

Sales Director Europe
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